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ABSTRACT: Cyber Deterrence could be the United States' best counterintelligence defense against cyber aggression
and industrial espionage on the Critical Infrastructure and Key Resources (CIKR) and Cyber Threats on US consumers.
As technology improves and global trade and interconnectivity extend beyond comprehension, accountability, ideology
and culture, the need to provide fool-proof security to protect US consumers is essential for public safety and national
defense. This study involves data collections, which examined the relationship between reliability and validity of
different perspectives regarding cyber deterrence. A descriptive statistical investigation using survey methodologies
was employed to ascertain concerns of 150 victims of cyber “hacktivism” on their finances through banking systems or
retail merchants as well as to determine the framework of implementing cyber deterrence as an acceptable
institutionalized cyber-counterintelligence. Theory integration models via obtained responses were used to test whether
the stages of interrelation of variables and the mediation of motivation by victims of data breach are statistical viable
and significant in predicting Cyber-security countermeasures, and secondly to exemplify/validate the data values for
“bias”. The collection of the quantitative values is tabulated along a continuum in numerical form using scores, chi-
square, and prevalence and frequency rates derived. This allowed the reliability and validity in the analysis of the mean
patterns, nonlinear trends using ANOVA, prediction-patterns, multi-group structural equation modeling (MSEM),
nested model analyses and stage transitions using binary logistic regression analyses to quantify all data breaches. The
study finally presented descriptive statistics and psychometric properties to contextualize and validate analytic
decisions made to support the framework for institutionalized cyber deterrence against cyber threats and attacks as an
acceptable counterintelligence. The ultimate resultant composition led to frameworks that describe, explain, and
validate findings of the surveys.

KEYWORDS: Cyber-reconnaissance, Cyber security, Cyber deterrence, Cyber intelligence, Counterintelligence,
Critical infrastructure key resources.

. INTRODUCTION

The sixteen (16) critical infrastructure sectors of the United States have all been affected by threats if not attacks from
both foreign and domestic elements [1]. While all sixteen (16) sectors are becoming more vulnerable, the most
vulnerable of these sectors is perhaps the financial services sector, which represents the payment and processing of
Americans funds, savings, investment, financial transfers, purchasing and payment responsibilities. The protection of
these 16 sectors vis-a-vis chemical, communications, commercial facilities, critical manufacturing, dams, defense
industrial base, emergency services, energy, financial services, food and agriculture, government facilities, healthcare
and public heath, information technology, nuclear reactors, materials and waste, transportation systems, water and
wastewater systems “assets, systems, and networks, whether physical or virtual, are considered so vital to the United
States that their incapacitation or destruction would have a debilitating effect on security, national economic security,
national public health or safety, or any combination thereof” [2]. Security experts like [3],[4] and few researchers like
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[51[6][7] observed that “the United States defense network claims that billions of dollars have been invested in legacy
protections, such as traditional and next-generation firewalls, intrusion prevention systems, anti-virus and web
gateways, still all these efforts and investments no longer stop advanced malware or targeted Advanced Persistent
Threats (APTs)”[8]. One cyber security researcher also concludes that “as technology evolves and continues to develop
towards the inevitable connectedness that brings systems in sync with one another; an indication that United States is
becoming more and more vulnerable” [9].
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Prevention Detection Mitigation

Fig. 1: An Overview of Security practices

The above diagram indicates how “proactive security schemes are aimed at attack deterrence” [10). Researchers like
[11] and [12] believe that security schemes presently deployed are not yet cost effective and a good deterrent
framework, which must examine threats and attacks, and would help in reducing cost of information security in the
future.

. RELATED WORK

The Pentagon’s initiative called “Plan X", which is still shrouded in secrecy, is considered a program for building the
technology infrastructure that would allow cyber offense to be used as a defense and counterattack strategy. Ultimately,
this initiative has not deterred corporate anger over successive cyber-attacks. As more businesses have now introduced
cyber security programs and information security department to protect their data in order to ensure that company
resources continue to operate as per the requirement. One aspect of cybercrime that businesses face is the battle against
attacks that steal and destroy important data and information, deploying tactics such as intrusions, industrial espionage
using various malware such as viruses, worms, Trojan horses, laptop theft and distributed crackers [13]. Cyber security
researchers like [14][15][16] concluded that the “financial sector of the CIKR is so essential to the safety and well-
being of businesses, as well as the nation that it must be the focus of an ever-vigilant watch of cyber security
professionals and the Intelligence Community (IC) because of increased reliance on software, computers, and networks
[17].
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Fig. 2: Perspectives of attack and defense

The above Figure 2 diagram indicates the objective of providing effective outlook of the security of a system.
Researchers such as [18] and [19] explained the importance of designing a scheme to primarily reduce security gaps
and to minimize or eliminate the disadvantage of a defender by presenting a focused view of threats to the system in
question”. In 2003, the US Department of Homeland Security through the “Homeland Security Presidential Directive 7”
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established the US National Policy for Identification and Prioritization for Protection of Critical Infrastructure (NIPP).
This “National Infrastructure Protection Plan” (NIPP) document chronicles a partnership framework that enables
“federal, state, regional, local, tribal, territorial, and international governments to work with each other and their private
sector partners. A Critical Infrastructure Partnership Advisory Council (CIPAC) was also set up, which supports a legal
framework for their collaboration [20]”. The National Infrastructure Coordinating Centre, “a subordinate component of
the Office of Infrastructure Protection within the Department of Homeland Security (DHS), was also set up to
“strengthen Sector Specific Agency (SSA) relationships as well as to understand sector associations”’[21].[22]. This
goes a long way in understanding how United States infrastructure has become so dependent upon interconnected
critical systems and technology that the “domino effect from one system could affect others in a catastrophic chain
reaction incapacitating a region”[23]. Thus, bearing these factors in mind, several researchers like [24] [25] [26] and
the Intelligence Community (IC) must unite in establishing a stalwart national strategy to defend these CKIR” [27].

I1l. THE NEED FOR CYBER DETERRENCE (CD)

Cyber deterrence (CD) would be best defined as a process of integrating Cyber Intelligence Analysis and Cyber
Defense Operations as countermeasures to cyber-attacks. To be able to have effective cyber deterrence, there must be a
pragmatic method for an integrated pattern-modeling of security process and countermeasures. The vulnerabilities,
threats and attacks must be reliably modeled and applied. According to [28], “threat modeling is the process of
enumerating and risk-rating the malicious agents, their attacks, and possible impacts of those attacks on a system’s
assets (Pg.13).” Another researcher [29] also explored how “proactive security schemes unlike traditional schemes are
aimed at attack deterrence in the first place”. Based on this assertion, it is essential to exemplify the notion of a defense
modeling in order to understand the quantitative and qualitative metrics of an attacker’s behavior.

E{econnaissanv:% Planning ‘ ‘ Collection J L Analysis 1 ( Execution ’

Fig 3: Steps which involve an Attack

It is equally important to understand whether cyber deterrence could be modeled to create a counter intelligence and
countermeasure strategy with a known pattern. Another research also explored how cyber-attack and defense behaviors
usually follow some known distributions and patterns, consequently paving the way to the creation of the “Attack Tree
Model”. There is also another attack pattern, which was introduced by [30], “as a way to reuse generic segments or
whole attack trees for applicable contexts” (Pg.4). However, according to [31] in a dissertation publication, “While
attack trees model does not capture complex dependencies among events and also is not amenable for modeling
dynamic nature of the attacks and countermeasures, the fitness of stochastic models is yet to be established as there is
no sufficient evidence to indicate that attack and defense behaviors follow some known distributions” [32]. This
researcher [33] designed “a new attack modeling approach based on Petri nets, called Petri Net Attack Modeling
approach (PENET)” (pg. 5).

This new model introduced “relevant concepts, such as dynamic nature of attack, reparability of a system, and the
existence of recurring attacks, providing intuitive modeling approach for modeling attacker behavior in vulnerable
systems in security sense, based on concepts of attack trees and modeling abilities of Petri nets” [34]. The US National
Security Agency (NSA) also developed a methodology for use during the system development cycle called “Mission
Oriented Risk and Design Analysis of Critical Information Systems” (MORDA), which “explicitly describes the
security for each design alternative, account for non-security user and service provider concerns, such as functionality
and interoperability, characterizes decision-maker preference functions, accounts for the complex interdependencies of
countermeasures and attacks, evaluates countermeasure effectiveness and allocates risk reducing resources”[35].
Researchers like [36][37][38][39] also developed a SOCRATES model in their military research, which is a
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quantitative risk assessment model and design optimization tool that is based on multiple objective decision analysis
(Pg.22).

Attack Co asure Countermeasure
Characteristics A Optio Characteristics

Value Models

Fig. 4: Socrates model

The researchers [40],[41],[42] also explained that “Socrates Model is considered a value-based approach and was
required to capture the countermeasure’s ability to enhance the security of the network as well as the loss of operator
value from degradation of user functions”{pg.30). Ultimately, the researchers created different value models to
interpret the functionality of Socrates Model. They tested “value measures using value functions and combining
standardized values into an overall value using a weighted sum” [43]. Mathematically, the value models that these
researchers created assume an addictive model.
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Fig. 6: A Typical example of an Attack tree
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According to McAfee’s Virtual Criminology Report as far back as 2007, indicated the world in the midst of a “cyber
cold war.” Specifically, the report states, “Attacks have progressed from initial curiosity probes to well-funded and
well-organized operations for political, military, economic and technical espionage” [44]. Offensive cyber warfare
capability is a sound strategic balancing factor that potentially will be utilized by the rising/challenging hegemon
against the hegemon [45]. To justify this report, researchers such as [46], [47] and [48] explored the attractiveness of
cyber warfare for the weaker state and determined that this could be due to its “low cost of development and
deployment, its minimum visibility during development and mobilization as a weapon, attribution, globalization of
information and global accessibility of technology and the fact that stronger states are more dependent on their critical
cyber infrastructure” (Pg.16).

The researchers concluded that “the analogy between the modern day cyber era conflict and the cold war conflict
between the Soviet Union and the United States is primarily anchored in the idea that powerful nation-states are
competing for influence and power without resorting to a direct conventional or nuclear war”[49].

IV. CATEGORIES OF CYBER-ATTACKERS

Two researchers namely [50] and [51] explained the need to tease out and understand common motivations on how
cyber-attackers may be categorized. Indications also show that a given attacker may belong to more than one category.
Other researchers like [52],[53],[54],[55], and [56] explained that “politically motivated cyber-attacks may be carried
out by members of extremist groups, who make use of cyberspace to spread propaganda, attack websites, and steal
money to fund their activities or to plan and coordinate physical-world crime”. They observed in their analysis that the
reasons behind the “non-politically motivated attacks are generally financial, and most attacks are considered as cyber-
crime” [57], but many cyber-attacks are motivated by deeply-rooted socio-cultural issues [58].

As shown in Figure 6 below, cyber-attackers can be broadly considered “insiders" or "outsiders"[59], it is actually an
attempt of acting from within an organization or attempt to “penetrate from the outside”[60].
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In another research study by [62] and [63], identified three basic categories of insiders as “disgruntled employees, who
may launch retaliatory attacks or threaten the safety of internal systems; financially motivated insiders, who may
misuse company assets or manipulate the system for personal gains; and unintentional insiders, who may unwittingly
facilitate outside attacks, but are not strictly speaking primary attackers” [64][65].

On the issue of cybercrimes affecting the national security, another researcher [66] concluded that understanding the
effectiveness of the strategic culture and utilization of cyber warfare capability, by challenging/rising hegemon against
the hegemon, will have consequences on U.S. national security doctrine. From the research, it could be concluded that
United States is one of the most “wired” states in the world, which has potential vulnerability against cyber-attacks.
The research concluded that globalization fuelled by technological advancement and spread of cyber space in physical

Outsiders
-

Fig. 6: Categories of cyber attackers [61]
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space is manifestation of new means, through which power is exercised and distributed” [67]. One theory, which has
generally been relied upon to explain IS misuse within an organization, is General Deterrence Theory (GDT), which
has been used within IS research to indicate that security countermeasures can act as a deterrent by increasing the
perceptions of the severity and certainty of punishment for misusing information systems” [68]. GDT uses “three
variables to explain IS misuse within an organization; severity of punishment, certainty of punishment, and rival
explanations”, which have been operationalized in many different ways including IS specific codes of ethics [69],
preventative measures [70], and ethics training [71].

V. DATACOLLECTION AND PROCEDURES

This study breakdown presents the sample size and sampling procedure, research tools / procedures, study variables,
data collection process and data analysis process.

A Sample size and sampling procedure

In this study, a sample of one hundred and fifty (150) respondents was randomly selected for data collections. A sample
of 150 was deemed fit statistically, because it will generate data that will significantly be reliable and valid for
statistical inference processes. The survey involves online interviews, where the questionnaires were sent through a
web-based survey instrument [72]. The sampling design used was simple random sampling, where each respondent has
an equal opportunity of being selected to be part of the sampling. Since data was gathered using online questionnaires,
the questionnaires were mainly centered on the following five (5) aspects of data: (1) demographic information, (2)
cyber hack threats/ incidences, (3) organizational security, (4) extent of financial losses due to cyber hacks and (5)
cyber hack preparedness. The five aspects had various attributes and sub-attributes that bear the actual variables of the
study. The extent of financial loss due to cyber hacks and strength of cyber deterrence were taken as the response
variables, while other variables were taken as predictors values. The validity and reliability of the online questionnaires
were considered using psychometric procedures as per the requirement of data collection process. The questionnaires
were also piloted before the actual data collection to ensure that the information obtained through them is valid and
reliable.

B. Study variables

The study was objectively centered on five research questions. Therefore, the data collected for analysis was based on
these five questions. The study variables were categorized into three groups namely; dependent variables / response
variables, independent variables / predictors and confounding variables / intervening variables.

1. The dependent variables were financial losses due to cyber-crimes and strength of cyber deterrence towards
reduction of cyber-crimes.

2. The independent variables included incidences of cyber-crimes, threat acts of cyber-crimes, security
awareness about cyber-crimes, whether cyber-crimes increased or decreased motivation of cyber-crimes
and number of employees.

3. The intervening variables included skill gaps that accelerate cyber-crimes, system deterrent schemes,
perceived severity of threatening cyber-crime, perceived probability of occurring of a cyber-crime, belief of
self-efficacy to prevent cyber-crime, active cyber security and defense, and the security personnel
experience in cyber-crimes. Not all variables were tested

4. Other variables were mainly the demographic factors, which included gender, age, and levels of education,
type of business / industry and geographical region.

C. Data collection and analysis process

The collected data was first operationalized using predictor values for analysis. SPSS version 22 was mainly used in
coding and analysis process, which included preliminary data analysis, which basically checks various statistical
characteristics of the data. At this stage, techniques like descriptive statistics, graphs and frequency tables were used to
analyze the study variables and demographic variables. The common statistical characteristics tested are the normality
of data, measures of central tendency, and measures of variations. The second stage of analysis involved using
correlation analysis, where various independent variables (1Vs) as specified were checked to validate their effect on the
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dependent variables (DV) using correlation coefficients and scatter plots. The last stage involved modeling the relationships

between various independent variables (1Vs) and the dependent variables (DVs) using statistical techniques like regression
and Chi-square (Odds ratio involved).

VI.EXPERIMENTAL DATA RESULT ANALYSIS

The analysis below indicates the demographic factors of the respondents of the survey with concerns on effects of cyber
hacks and data breach on retail business customers. The results below indicate the respondents’ type of involvement.

Valid Cumulative
Frequency | Percentage Percentage Percentage
Valid Social Media |15 10.0 10.0 10.0

Online
Purchases 30 20.0 20.0 30.0
Store Purchases 61 40.7 40.7 70.7
Bank accounts
(credit cards) 37 24.1 24.1 9.3
others 7 4.7 4.7 100.0
Total 150 100.0 100.0

TABLE 1: TYPE OF INSTITUTIONS AFFECTED

In Table 1 above, the results indicate that most of the respondents’ hacks took place while engaging in purchases in retail stores.
About 40.7% occurred through in-store purchases, 24.7% through bank accounts, 20.0% through online purchases, while 10%
occurred through online media accounts. In Table 2 below, Out of 150 respondents sampled, 102 have serious privacy risks and
concerns based on their loses, while 48 do not have serious privacy risks and concerns.

Cumulative
Frequency Percentage Valid Percentage Percentage
Valid Serious
concerns 102 68.0 68.0 68.0
Non-Serious 48 32.0 32.0 100.0
concerns
Total 150 100.0 100.0

TABLE 2: RESPONDENTS DETERMINATIONS ON PRIVACY CONCERNS

Table 2 also indicates that out of 150 cases investigated, 68% were more concerned about their privacy and information
leak, while 32% were not. However, it was worth noting that those with serious concerns represent a significant target
of cyber-crimes.

Age Valid Cumulative
group Frequency | Percentage Percentage Percentage
Valid  20-30 49 32.6 32.6 32.6
30-40 79 52.9 52.9 85.4
41-50 22 14.6 14.6 100.0
Total 150 100.0 100.0

TABLE 3: DISTRIBUTION OF RESPONDENTS ACCORDING TO AGE
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Fig. 3: Distribution of respondents according to age

Table 3 and Figure 3 above represent how the respondents were distributed across different age groups. Significant
numbers of respondents (52.9%) were between 30-40 years; this is the modal class of the age distribution. On the other
hand, 32.6% respondents were between 20-30 years, while 14.6% were between 40-50 years. The pie chart results
indicate that majority of the respondents were middle aged adults between ages 30-40 years with a frequency of 52.9%.
It is also worth noting that there were no respondents, who were above 50 years of age.

Gender Valid Cumulative
Frequency | Percentage Percentage Percentage
Valid  Male 85 56.8 56.8 56.8
Female 65 43.2 43.2 100.0
Total 150 100.0 100.0

TABLE 4: DISTRIBUTION OF RESPONDENTS BY GENDER

The table above represents how the respondents were distributed across different genders. Majority of the respondents
i.e. 56.8% was male with 43.2% being female. This indicates that there is a slight gender disparity among the
respondents. Gender is an important socio-demographic factor in determining the socio-economic status of a population.

Level of Education | Frequency |Percentage | Valid Percentage | Cumulative Percentage
Valid High School

Diploma 59 39.3 39.3 39.3

College degree 75 49.7 49.7 89.1

Advance College

degree 14 9.1 9.1 98.2

No degree 2 1.0 1.0 99.2

Others 1 .8 .8 100.0

Total 384 100.0 100.0

TABLE 5: DISTRIBUTION OF RESPONDENTS BY EDUCATIONAL LEVELS

Table 5 above indicates the distribution of various levels of education of the respondents. College Degree holders with
frequency of 49.7% of the respondents represented the major level of education achieved by the population under study.
39.3% of the respondents had high school diploma, while combined 10.9% had advanced degrees or none. Studies
indicate that there is a direct relationship between level of education and the ability to purchase items either online, in-
stores or having bank accounts.
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A. The incidences of cyber threats to national security through business merchants

The analysis below in Table 6indicates the frequency of responses on effect of cyber-crimes on national security as a
result of cyber-crimes among the retail merchants in this study.

Cumulative
Frequency | Percentage | Valid Percentage Percentage
Valid Yes 109 72.8 72.8 72.8
No 27 18.2 18.2 91.0
Not Sure 14 9.0 9.0 100.0
Total 150 100.0 100.0

TABLE 6: NATIONAL SECURITY AFFECTED BY CYBER-CRIMES

The above results indicate that 72.8% felt that cyber-crimes are detrimental to national security of a country. In the
same survey, 18.2% felt that cyber-crimes had no effect on national security, while 9.0% were not sure that cyber-
crimes have an effect on national security. According to this result, it is evident that cyber-crime is statistically
significant in threatening the national security of a country. On another level, the proportion of retail merchant
customers, who were affected by cyber-crimes, was also analyzed.

Valid Cumulative
Frequency Percentage |Percentage Percentage
Valid  Yes 90 60.0 60.0 60.0
No 46 30.7 30.7 90.7
NA 14 9.3 9.3 100.0
Total 150 100.0 100.0

TABLE 7: HAVE BEEN AFFECTED BY CYBER-CRIMES

In Table 7 above, the results indicate that 60% of the persons interviewed had been affected by cyber-crimes and
data breach, while 30.7% had not been affected by the cyber-crimes in the last one year. 9.3% of the respondents cited
that the cyber-crimes were never applied to their daily activities/ businesses.

TABLE 8: DIFFERENT CYBER THREATS AND ATTACKS PREVALENT

Frequency Percentage Valid Percentage |Cumulative Percentage

Valid Cyber-crimes 46 30.7 30.7 30.7

Hacktivists 39 26.0 26.0 56.7

Single hacker 26 17.3 17.3 74.0

Malicious insider 12 8.0 8.0 82.0

Non-malicious insider 8 53 53 87.3

Others 10 6.7 6.7 94.0

NA 9 6.0 6.0 100.0

Total 150 100.0 100.0
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Fig. 4: Most common Cyber Threats

In Table 8 and Figure 4 above, the results indicate that cyber-crimes affected the retail merchant customers by 30.7%,
followed by Hacktivists at 26%, then Hackers at 17.3%, while malicious insider threats and other direct insiders
contributed 8.0% and 5.3% respectively towards cyber-crimes and data breach during the last one year. The table and
bar graph below also indicate the different most common cyber-attacks analyzed.

Cumulative
Frequency Percentage | Valid Percentage Percentage
Valid  Hack attempts (DDoS) 76 50.7 50.7 50.7
Malware 44 29.3 29.3 80.0
Social engineering 10 6.7 6.7 86.7
Phishing/Spoofing 16 10.7 10.7 97.3
others 4 2.7 2.7 100.0
Total 150 100.0 100.0

TABLE 9: DIFFERENT CYBER ATTACKS

In Table 9 above, the breakdown projects that Hackivists’ activities in different hacking attempts including distributed
denial of service and malware practices represent 50.7% and 29.3% respectively on retail business customers. Other
minor attack types include social engineering and phishing at 6.7% and 10.7% respectively.
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B. The probability of huge costs due to cyber-crimes

Valid Cumulative
Frequency Percentage |Percentage Percentage
Valid  More than Half of Expectations 59 39.3 39.3 39.3
Less than half of expectations 60 40.0 40.0 79.3
N/A 31 20.7 20.7 100.0
Total 150 100.0 100.0

TABLE 10: LIKELIHOOD FINANCIAL LOSS DUE TO CYBER-CRIMES

In Table 10 above, the results indicate that about 79.3% responses indicated that at least their personal finances
suffered due to cyber-crimes. Out of these responses, 39.3% indicated that they suffered more financial losses than
expected, while 40% indicated less financial losses than half of the expected losses in the past one year. On the other
hand, 20.7% indicated that they were not affected financially by cyber-crimes.

C. The motivations behind cyber-crimes

Valid Cumulative
Frequency |Percentage |Percentage Percentage
Valid Economic Motivations 78 52.0 52.0 52.0
Socio-cultural motivations
(e.g. Curiosity, fun, ego 25 16.7 16.7 68.7
etc.)
Political motivations 16 10.7 10.7 79.3
Industrial and
Technological advantage 14 9.3 9.3 88.7
Lagk of_ responsible 17 11.3 11.3 1000
legislation
Total 150 100.0 100.0

TABLE 11: WHAT MOTIVATES CYBER-CRIMES?

In the above Table 11, the results show that most cyber-crimes are motivated by the financial gains or benefits,
while others are motivated by socio-cultural motivations (e.g. curiosity, fun, ego etc.), political, industrial and
technological edge and lack of responsible legislations. Analysis indicates that economic benefits or financial
motivation contributes 52%, socio-cultural motivations (e.g. curiosity, fun, ego etc.) represent 16.7%, political
motivations represent 10.7%, industrial and technological edge represent 9.3%, and lack of responsible legislations
represent 11.3%.

This is an indication that economic benefit is significant motivation factor in cyber-crime activities. In their research,
[73] and [74] explained the need to understand the motivations of cyber-attackers. Their article also highlighted the
importance of understanding how “the motivations behind cyber-attacks intended to cause economic impacts may be
different from those posing a threat to national security”. Another researcher [75] also supported this notion by
explaining that the real purpose and primary objective of a cyber-attack may be hidden or obscured, even if the attacker
claims responsibility.

In order to validate the statistical analysis that would strengthen this study, descriptive statistics and psychometric
properties of three research questions were operationalized. This helps to contextualize and validate analytic decisions
made to support the framework for institutionalized cyber deterrence against cyber threats and attacks as an acceptable
counterintelligence.
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1. What is the relationship between active cyber defense and reciprocal attacks as successful methods towards
establishing successful Cyber deterrence?

What is the correlation between activecyber deterrence using cyber threats?

3. How do current cyber security best practices influence active cyber deterrence?

n

VII. STATISTICAL RESULTS SUMMARY

A sample of 150 persons was randomly selected for data collection. Survey was sent using a web based data collection
instrument [76]. The survey was mainly focused on the three research questions. The extent of financial loss due to
cyber hacks and need for cyber deterrence was taken as dependent variables (DVs). The common statistical
characteristics checked were the normality of data, measures of central tendency, measures of variations etc. The
second stage of analysis involved using frequency distribution to analyze how cyber-crimes have threatened National
Security as a result of the prevalence of cyber-crimes amongst retail merchant customers. The third stage of analysis
involved using correlation analysis and Chi-square tests, where independent variables were measured. The last stage
involved modeling the relationships between various 1Vs and the strength of cyber deterrence as DV using binary
logistic regression and Chi-square (Odds ratio).

Q1: What is the relationship between active Cyber Defense and reciprocal attacks as successful methods towards
establishing active Cyber Deterrence?

To determine the relationship between active cyber defense and reciprocal attacks as successful methods towards
establishing successful cyber deterrence, Chi-square tests of independence were measured.

Asymp. Sig. (2- Exact Sig. (2- Exact Sig. (1-
Value df sided) sided) sided)

Pearson Chi-Square 5.837° 1 .016

Continuity Correction® 4,952 1 .026

Likelihood Ratio 6.142 1 .013

Fisher's Exact Test .022 .012
Linear-by-Linear Association 5.798 1 .016

N of Valid Cases” 150

a. 0 cells (.0%) have expected count less than 5. The minimum expected count is 15.34.
b. Computed only for a 2x2 table
TABLE 15: CHI-SQUARE RESULTS

In Table 15 above, the analysis indicates that the Pearson’s chi-square value is 5.837 at 1 degree of freedom, and p-
value is 0.016. Since the p-value is less than 0.05, this shows a statistical significance in the relationship between active
cyber defense and reciprocal attacks as successful methods towards establishing successful cyber deterrence as most
respondents believe that reciprocal attacks will be significant as deterrence. Therefore, at 95% confidence level, there is
a significant relationship between active cyber defense and reciprocal attacks as successful tools toward establishing
Cyber deterrence.
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Q2: Research question 3: Establishing whether cyber deterrence using cyber threats influence active Cyber defense

To establishing whether cyber deterrence using cyber threats influence cyber defense, correlation analysis between the

two variables were measured.

Perceived opinion on Cyber
deterrence towards reduction of | system deterrent scheme do
cyber-crimes you advocate for

|Perceived opinion on Cyber Pearson Correlation 1 -0.232
deterrence towards reduction of . .
cyber-crimes Sig. (2-tailed) 0.031

N 150 150
system deterrent scheme do you Pearson Correlation -0.232 1
[edvocate for Sig. (2-tailed) 0.031

N 150 150

TABLE 16: CORRELATION ANALYSIS RESULTS

Results from Table 16 above, indicate that the correlation coefficient is -0.232 at a significance of 0.031. The results
indicate that there is a weak and negative correlation coefficient between cyber deterrence schemes and active cyber
defense. Significantly, we can conclude that there exists a weak inverse relationship (correlation) between system
deterrent schemes like using cyber threats as a force and active cyber defense, because the p-value obtained was less
than 0.05. However, it should be noted that the negative correlation indicated that cyber deterrence schemes can hinder
strength of active cyber defense.

Q3: Determining How current Cyber security Best Practices influence active Cyber deterrence.

To determine whether the current cyber security best practices influence active cyber deterrence, Chi-square test of
independence was used for analysis, and the Chi-square tests of dependence were done.

Asymp. Sig. (2- Exact Sig. (2- Exact Sig. (1-

Value df sided) sided) sided)
Pearson Chi-Square 2.500° 114
Continuity Correction” 1.953 162
Likelihood Ratio 2.559 110
Fisher's Exact Test .143 .080
Linear-by-Linear Association 2.483 1 115
N of Valid Cases” 150

a. 0 cells (.0%) have expected count less than 5. The minimum expected count is 17.31.
b. Computed only for a 2x2 table
TABLE 17: CHI-SQUARE TEST RESULTS

In Table 17 above, Chi-square result indicates value of 2.500 at 1 degree of freedom, and p-value at 0.114. Other
significant results indicate p-value to be more than 0.05. This shows that at 95% confidence level, the variables are not
independent. Therefore, the current cyber security best practices have not been effective without influence on active
Cyber deterrence or not statistically effective.
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VIIl.  RELIABILITY, VALIDITY, LIMITATIONS AND RECOMMENDATION

According to [77], validity deals with the truth of generalizations that a research generates, and this can be achieved by
ensuring that the collected data accurately gauge what is being measured at the ground (pg. 30). In this study, validity
was ensured by conducting the survey in a natural and typical online setting, whereby the participants’ experiences
were real and accurate. Validity was also assured by cross-checking data from the participants for authenticity and
duplicates. Reliability, on the other hand, is the measure of the degree to which the interview or questionnaires yield
consistent results from the study sample at different occasions [78].

In this study, reliability was ensured by cross-checking consistency of the coding system used in the operationalization
of the values in the online questionnaires. The researcher also used code-recode strategy by coding data and rechecking
it over time using multiple data recoding by including all responding attributes of variables in the survey.

The main limitation of this study was lack of adequate time and resources to carry out a wider coverage survey with
more robust statistical inferences. It is therefore imperative that further research should be done in the area of effect of
cyber security management experience and practices on the strength of cyber deterrence.

IX.CONCLUSION

It is worth noting that economic factors or financial gains were the main influence of cyber-crimes as shown in the
analysis under study. It was also noted that the common cyber-crimes in the survey involve hack attempts especially
the popular distributed denial of service (DDoS), predominantly with use of credit cards mostly found in electronics
transactions. Other findings include threats posed in online purchases and inadequate security infrastructure of retail
merchants; constitute another main influence of cyber-crimes. Other most prominent are malware, social engineering,
and spoofing and phishing mails were used as aactive reconnaissance method of cyber attacks. The survey also
indicated that 72.8% of respondents felt that cyber-crimes are significant in affecting the national security of a country.
However, 18.2% felt that cyber-crimes had no effect on National Security, while 9.0% were unsure that cyber-crimes
have any effects on National Security. This shows significant concerns that cyber-crimes continuously threaten
National Security.

The survey results also showed that active Cyber Security to prevent cyber-crimes and the effectiveness and strength of
cyber deterrence were significantly independent. Therefore, there was a significant relationship between deploying
active Cyber deterrence tools toward establishing active cyber defense. The results also realized a weak inverse
relationship between deploying Cyber reciprocal attacks and active Cyber defense. The chi-square tests showed that the
current Cyber security preparedness and Cyber security best practices as means towards cyber deterrence was found to
be effective, as the cyber security preparedness, experience and Cyber security methods and practices were
significantly associated to strength of cyber deterrence.

The survey also indicated that there is a strong but negative correlation coefficient between Cyber Threats and
Attacks on consumers and strength of Cyber deterrence. Analysis also indicated consumers’ preferences for cyber
deterrence through a strategy of active reciprocal attack to perceived Threats. This could inevitably lead to complete
and active Cyber Balance of Power, which would be strength for further research. The variables such as perceived
probability of cyber-crimes occurring, perceived severity of Cyber-crimes, perceived severity of Cyber security best
practices, perceived severity of consumers financial loses levels are significant in influencing the outcome of strength
of cyber deterrence.
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